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Note: The question paper is divided into three sections A, B and C. Answer as per the 

instructions given in each section.  

Section-‘A’ 

(Long Answer Type Questions) 

Note: Answer any two questions. All questions carry equal marks. 

2x15=30 Marks 

1. Explain IP security architecture in detail. 

2. What do you understand by firewalls? Give the needs and types of firewalls and explain 

their working in detail.  

3. Explain digital signatures and authentication  protocols used for network security.  

4. Discuss about e-mail security. 

Section-‘B’ 

(Short Answer Type Questions) 

Note: Answer any four questions. All questions carry equal marks. 

4x5=20 Marks 

1. What is network security? Explain with the help of example.   

2. What is VPN? Explain.  

3. Explain the different types of security threats? 

4. Explain the different kinds of security mechanisms.  

5. Write a brief note on security attacks and security services. 

6. What is the difference between intrusion detection system and intrusion prevention 

system? Explain.  



7.  What are the authentication techniques? Explain.  

8. Explain the following terms: 

i. Public Key Infrastructure 

ii. Digital Certificate  

 

Section- ‘C’ 

(Objective Type Questions) 

Note: Answer all questions. All questions carry equal marks. 

10x1=10 Marks 

Choose the correct alternative  

1. A digital signature is……. 

  

          A. scanned signature 

          B. signature in binary form 

          C. encrypting information 

          D. handwritten signature  

 

     2. Mechanism to protect private networks from outside attack is  

 

         A.  Firewall 
         B.  Antivirus  

         C. Digital signature 

         D. Formatting  

 

    3. Secret-key encryption is also known as  

         A. Asymmetric encryption 

         B. Symmetric encryption  

         C. Secret-encryption  

         D. Private encryption  

 

     

 

 4. Kerberos is an encryption-based system that uses  

         A. Secret key encryption  



         B. Public key encryption  

         C. Private key encryption  
         D. Data key encryption  

 

5. A firewall is  

 

A.  An established network performance reference point. 

B. Software or hardware used to isolate a private network from a public network.  

C. A virus that infects macros.  

D. A predefined encryption key used to encrypt and decrypt data transmissions.  

 

6. The phrase __________ describes viruses, worms, Trojan horse attack applets, and attack 

scripts. 

A. Malware 
B. Spam 

C. Phish 

D. Virus  

7. A computer virus: 

A. is a hidden program. 

B. enters a computer without the owners knowledge. 

C. can modify data or computer programs. 

D. All of the above 

8. Which of the following is/are methods of providing secure communication 

between two entities through the use of mathematical coding? 

A. Digital signature encryption 

B. Public key encryption 

C. Virtual private network 

D. All of the above 

9. Which of the following describes someone who gains illegal access to a 

computer system? 

A. Hacker  

B. Identity thief 

C. Intruder 

D. None of the above 

10. Which of the following is used to send secure messages from one location to        

another using a public network such as the Internet? 

 



A. Virtual private network 

B. Physical public network 

C. Physical private network 

D. None of the above 

 

  

  

  

  

  

  

 

 

 

 

 

 


