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Note: The question paper is divided into three sections A, B and C. Answer as per the 

instructions given in each section.  

 

Section- ‘A’ 

(Long Answer Type Questions) 

       Note: Answer any two questions. All questions carry equal marks. 

 2x15=30 Marks 

1. What do you understand by authentication? Discuss in detail. 

2. Explain the server and E-mail security in detail.  

3. Explain 3D secure protocol. Also explain its importance and need giving suitable examples. 

4. Explain various type of attacks.  

Section- ‘B’ 

(Short Answer Type Questions) 

Note: Answer any four questions. All questions carry equal marks. 

4x5=20 Marks 

1. What is firewall? 

2. How is Internet security protocols used to ensure privacy? 

3. Explain biometric authentication and its type in details.  

4. Write short note on Cyber crime. 



5. What is smart card and how it works? 

6. What is SSL? 

7. Why there is a need for cyber security? Explain in detail. 
8. Explain digital security principles in detail. 

 

Section- ‘C’ 

(Objective Type Question) 

Note: Answer All Questions. All questions carry equal marks.                      1x10= 10 Marks 

Note: Choose the correct alternative  

 

1. The main purpose of the data protection act is to: 

a. Increase the security of computer systems. 

b. Reduce project failures. 

c. Protect personal privacy. 

d. None of the above 

2. SHTTP Stand  for 

a. Session Hypertext Transfer Protocol 

b. Secure Hypertext Transfer Protocol 

c. Small Hypertext Transfer Protocol 

d. All of above 

 

 

 

3. Which type of authentication is Hand Geometry Recognition? 
a. Certification Authorities 

b. Password Based Authentication 

c. Biometrics Authentication 

d. None of above. 



4. TSP Stand For 

a. Travelling Salesman problem 

b. Thin Security Protocol 

c. Telecommunications Service Priority 

d. Team Software Process 

5. AADHAR card can be classified as   

a. Smart Card 

b. Credit Card 

c. Master Card 

d. None of the above 

6. 3-D Secure is  

a. an XML-based protocol 

b. HTTP Protocol 

c. TCP/IP Protocol 

d. None of the above 

7. Electronic money is a money that 

a. is exchanged electronically 

b. is tangible object 

c. is not equal to physical money 

d. all of the above 

 

 

 

8. Private and public key authentication is a type of 

a. Cryptographic Authentication 

b. Biometrics authentication 

c. Smart Card 



d. Certification Authorities 

9. Authentication can be based on 

a. Password Based 

b.  Address Based, 

c. Cryptographic Authentication 

d. All of the above 

10. Password strength is a measure of the effectiveness of a password in resisting guessing 

and brute-force attacks. To generate a password which statement should be considered. 

a. A minimum password length of 12 to 14 characters if permitted 

b. Generating passwords randomly where feasible. 

c. If the system recognizes case as significant, using capital and lower-case letters 

d. All of the above 

 

 

 

 

 

 

 

 

 

 

 

 


